I. Introduction
Globalization and the growing mountain of electronically stored information ("ESI") will inevitably lead to an increase in discovery requests for ESI located abroad. But no consistent methodology exists for United States courts to evaluate whether discovery of ESI abroad is appropriate, and if so, what the consequences are for failure to comply with a discovery order. As international commerce depends on "the ability of merchants to predict the likely consequences of their conduct in overseas markets,"
1 United States courts need to apply a consistent standard to decisions involving the discovery of international ESI. This paper reviews existing law related to international discovery and electronic discovery ("e-discovery") and proposes a blended approach to be considered by courts to evaluate discovery of international ESI.
This blended approach balances conflicting policy concerns related to discovery of international ESI including: (1) the equitable consideration of ensuring that multi-national organizations doing business in the United States are not given an unfair advantage in United States courts by avoiding burdensome discovery; and (2) comity considerations recognizing the inherent burden on foreign litigants of producing documents for discovery that may be protected by international law, compounded by the burden and cost characteristic of any ediscovery.
Section II of this article outlines how globalization has resulted in an increase in discoverable ESI abroad. Section III briefly reviews the international data protection laws that protect this ESI from discovery in the United States.
Section IV provides an overview of the existing law governing international discovery. Finally, Section V proposes additional factors to be considered by courts to determine whether discovery of international ESI is warranted, and also discusses avenues of recourse for non-production.
II. Globalization and the Growth of Electronic Data
Merriam-Webster's Online Dictionary defines globalization as "the McLuhan's predictions were correct: the ability to instantaneously communicate with someone halfway across the world has created a global marketplace. The ability to access information instantaneously, regardless of 2 http://www.merriam-webster.com (select dictionary option then type "globalization"). 3 Id. where the data is physically located, has created opportunities for companies to host operations and systems in multiple countries and centralize data systems for global o information in Germany; however, all worldw perations.
Companies are meeting the challenge of globalization by creating networks of electronic data that allow for employees around the world to connect to the same set of data wherever it is located. In fact, "[c]reating one global IT department and architecture is a focus for many companies. 8 Id.
9 Id.
the right location, whether that's the Far East, U.S., Canada, or wherever." 10 For instance, Procter & Gamble has an accounts payable operation set up in Bangalore, India that processes invoices from French perfume makers, which are paid from bank accounts in the United Kingdom. 11 According to Gartner Group, the size of the business process outsourcing market was $173 billion in 2007. Of that sum, $24 billion was outsourced to offshore contractors. The most commonly outsourced processes "include auditing, payroll, human resources, benefits management, contact centers, payment/claims processing, real estate management and supply chain management." 12 Because the data protection laws of the countries in which the data is created, processed, and hosted may protect this data, these global infrastructures pose difficulties when it comes time for discove and cost of e-discovery, 13 as well as complex international data protection laws.
ry in United States litigation.
Although international discovery is not a new problem, the growth of international data infrastructures, global companies, and the explosion of ESI will bring the issues of e-discovery to the forefront of international litigation. Courts will be faced with comity considerations and issues related to the burden 
III. International Data Protection Laws
The increase in globalization and ESI has led to legislation in foreign countries to protect the disclosure of certain information. Some of this legislation has specifically targeted the protection against production of data for litigation.
14 A party seeking protection against compelled discovery, relying on the basis that foreign law bars the production, has the burden of proving that the foreign law actually prohibits production of the data at issue. 15 The following summarizes the most common categories of data protection laws. The court ultimately found that the information was relevant to the plaintiffs' claims, but found that defendants had a legitimate interest in preventing disclosure. 27 The defendants' interest in preventing disclosure was based on the fact that "individuals have a presumptively legitimate interest under German law in the nondisclosure of their personal information to residents of countries with non-equivalent personal data protection standards," and also on the fact that defendants might be subject to criminal liability in their own country. 28 Even still, the court required a "privacy log" akin to a privilege log that would detail the information they believed was protected by the German Data Protection Act.
29
Finally, the court noted that it was not barring discovery, and that if defendants placed items on the privacy log, discovery could still be litigated later.
30
The same German Data Protection Act was also litigated in Salerno v. Article 9
provides that letters of request will be executed in accordance with the law of the State Party that is responding to the request. 60 The Federal Rules of Civil Procedure were amended again effective December 1, 2007. However, these changes were mostly stylistic and did not substantively affect rules related to discovery. 
FRCP or Other Law
For those countries that are not signatories to the Hague Convention, letters rogatory can be used to request aid from a foreign court to secure documents and data in discovery. 80 The Aerospatiale balancing test has not been applied to cases where there is a conflict between the FRCP and laws of countries that are not signatories to the Hague Convention. 81 However, the Supreme Court in Aerospatiale did outline in dicta the factors to consider in any comity analysis:
(1) the importance to the . . . litigation of the documents or other information requested; (2) the degree of specificity of the request; (3) whether the information originated in the United States; (4) the availability of alternative means of securing the information; and (5) the extent to which noncompliance with the request would undermine important interests of the United States, or compliance with the request would undermine important interests of the state where the information is located. Second, when the court found there was a conflict, the court analyzed principles of comity to determine whether use of foreign law was appropriate. 85 In that case, the court reviewed Japanese and Belgian discovery laws.
The court found that Japanese law was extremely adverse to United States discovery and that, if used, it would not be likely to obtain the necessary discovery. 86 Finding that discovery should proceed under the FRCP, the court noted that "despite the Court's respect for the principles of comity and Japan's sovereign interests in protecting its citizens from unduly burdensome discovery, this Court cannot find that these concerns outweigh the need for prompt and efficient resolution of the jurisdictional questions in this case."
87
The court's analysis of the Belgian law was similar. Finding that the Belgium law "generally disfavors pretrial discovery in civil litigation," the court held that discovery could not be realized under Belgium law because of the strict specificity requirements, and so discovery should proceed under the FRCP.
88
84 Id. at 55-57. 85 Id.
86 Id. at 56. 87 Id.
88 Id. at 56-57. 
C. Orders of Production

Subpoena Power and Personal Jurisdiction
"Control" of Data
In discovery, a party may request documents in the "responding party's possession, custody, or control." 95 As long as the responding party has a legal right to the requested information, it is deemed to have custody and control regardless of whether the information is beyond jurisdiction of the court. 96 In applying this balancing test, courts have often required the production of international data. In In re Uranium Antitrust Litigation, the court analyzed the four defendants separately. 100 In the instances where the court found that the corporate defendant had control over the foreign documents, the court was persuaded by the fact that the foreign subsidiaries were wholly owned, and that the parent and the foreign subsidiary had interlocking management structures.
101
In another instance, however, the court found that the foreign subsidiary had "its 
Conflicts with Foreign Law and the Balancing Test
Once a court has established that it has personal jurisdiction to order discovery and that the foreign entity from which discovery is sought has control of the requested data, it still must determine whether ordering discovery is appropriate in view of foreign laws prohibiting disclosure. A foreign party seeking protection from discovery claiming that foreign law bars compliance with the request bears the burden of showing that the discovery request is actually in conflict with foreign law. 104 To satisfy that burden, "the party resisting discovery must provide the Court with information of sufficient particularity and specificity to allow the Court to determine whether the discovery sought is indeed prohibited ; First Nat'l City Bank, 396 F.2d at 903 (finding Germany's interests in bank secrecy to be limited because the country chose to "leave the matter of enforcement to the vagaries of private litigation"). Courts have compelled discovery when there appeared to be a mutual interests between the United States and the foreign country. Strauss, 242 F.R.D. at 213 (acknowledging the French and United States mutual interest in thwarting terrorism). Occasionally, courts have found that foreign interests are substantial. Minpeco, 116 F.R.D. at 527-28 (finding that Switzerland had a substantial interest in protection of bank client account information). Criminal discovery orders "appear to serve a more pressing national function than civil discovery." Vetco, 691 F.2d at 1288. Where a foreign government has articulated a specific government interest, courts have found it persuasive as to a significant foreign interest, but not dispositive. Societe Internationale, 357 U.S. at 200-01 (declining to order production of documents where the Swiss government confiscated records to prevent discovery); cf. Strauss, 242 F.R.D. at 219 (noting the "absence of any articulated interest by the French government"). 118 The hardship analysis has often rested on whether the party from whom discovery is sought is at risk of prosecution under a criminal statute. See, e.g., Minpeco, 116 F.R.D. at 527-28 (finding there was a significant risk of prosecution under the foreign criminal statute); Aerospatiale, 482 US. at 526 (no significant risk of prosecution); First Nat'l City Bank, 396 F.2d at 899-900 (finding no risk of criminal sanctions and a "remote and speculative" risk of civil liability). Courts have also taken into account the scope of the discovery request and whether a protective order can reduce the hardship on the party producing the information. See, e.g., Bodner, 202 F.R.D. at 376 (noting that protective order addressed confidentiality concerns).
whom discovery was sought; 119 and (3) whether the request was being made of a party or non-party. clarification on the law from the Belgian courts before refusing to turn over the information); First Nat'l City Bank, 396 F.2d at 900 (noting the bank had not acted in good faith because it did not inquire as to whether the bank secrecy privilege applied to the records in question, and did not produce records that were clearly not covered by the privilege); Minpeco, 116 F.R.D. at 528 (commending the bank's "extensive attempts to secure waivers" from the bank secrecy laws and barring discovery). 120 Courts are more reluctant to order production of information located abroad when the foreign entity is not a party to the litigation. In Ings v. Ferguson, the court held that an order to produce Canadian banking documents served on the New York branches of two foreign banks should be modified to require production only of the New York documents. 282 F.2d 149, 153 (2d. Cir. 1960). In deciding that the order was overbroad the court noted that "[s]ubpoena power is not absolute," and that "[n]o claim is being made against either bank by any litigant." Id. have existed but is no longer available on more easily accessed sources; (2) the likelihood of finding relevant, responsive information that cannot be obtained from other, more easily accessed sources; (3) predictions as to the importance and usefulness of the further information; and (4) the parties' resources.
127
The seven-factor test is meant to take into account the hardships inherent in discovery of ESI. However, the test alone is not sufficient to address discovery of international ESI because it does not address issues of comity that have historically been considered by courts in deciding on international discovery issues. 128 The seven-factor test -in combination with a comity analysis -will be needed to adequately address the unique issues presented by discovery of international ESI. Although the blended approach implicates the consideration of a number of factors, some are particularly impacted by the unique circumstances presented by international ESI.
Hardship of Compliance
In addition to the traditional hardship considerations that have been considered by courts in international discovery, such as whether a party is subject to criminal penalties or whether the hardship can be mitigated by narrowing the 127 Disability Rights Council of Greater Wash., 242 F.R.D. at 147-48. 128 These include the factors outlined by the Restatement, including: (1) the importance to the litigation of the information sought, (2) the degree of specificity of the request; (3) whether data requested originated in the United States; (4) whether the same information could be obtained from other means; and, perhaps most importantly, (5) the competing interests of the nations whose laws are in conflict. See supra notes 112-17. It also includes factors outlined by courts outside of the Restatement's comity analysis including: (1) the hardship of compliance on the party resisting the discovery request; (2) the good faith of the party from whom discovery was sought; and (3) whether the request was being made of a party or non-party. 
Good Faith of Party Opposing the Discovery
In addition to hardship considerations, courts should consider the good faith of the party opposing discovery. Both good faith in placing ESI abroad and good faith in trying to produce ESI where production is prohibited by foreign law should be considered. In Societe Internationale, the Supreme Court recognized that willful concealment of information in foreign states for the purposes of avoiding discovery would "have vital bearing" on whether to dismiss an action.
138
Presumably the Court would also find willful concealment an important factor to consider in whether to order production. With the growth of international data infrastructures and global companies, courts should explore a party's motivations for placing data in countries with laws that prohibit production of ESI in United
States courts.
While privacy laws, blocking statutes, and other international laws protecting the transfer of information to the United States for discovery in litigation can sometimes be an insurmountable obstacle, some international laws provide for exceptions. Whether the international entity subject to a discovery request seeks an exception to these foreign laws should be considered by courts in making their orders to produce. 139 In many international discovery cases, courts have only considered good faith as a factor in deciding sanctions, not in determining whether to compel production. 140 At least one court, however, has listed good faith as a factor in deciding an order to compel. 141 As international discovery of ESI becomes more prevalent, good faith efforts to secure exceptions to foreign law will become a more important factor in deciding orders to compel.
Requests to Parties and Non-Parties
The enormous volume of ESI and the associated costs to collect, review, produce, and sometimes translate create an even greater burden on any international entity required to comply with a discovery request. In particular, these costs may be too burdensome for non-parties. In United States v.
Amerigroup Illinois, Inc., the District Court in the Northern District of Illinois noted the "unique burden" associated with a non-party having to restore backup tapes to obtain e-mail for discovery when it quashed the subpoena under Rule In Societe Internationale, the Supreme Court held that Rule 37 may be invoked even if foreign law prohibits disclosure of the information sought.
However, Rule 37 permits a party that is unable to comply with a discovery request to present "substantial justification" for its failure to disclose and avoid contempt sanctions.
The rule has a specific safe harbor provision addressing the failure to provide ESI, which states that "[a]bsent exceptional circumstances, a court may not im specific provision, however, addressing the failure to provide ESI due to purported international legal restrict pose sanctions under these rules on a party for failing to provide electronically stored information lost as a result of the routine, good-faith operation of an electronic information system." There is no ions.
Courts have historically considered "case killer" sanctions, including motions to dismiss and adverse inference instructions for failure to provide international data for discovery. Both are discussed below. here the information sought is not properly discoverable, it is axiomatic that a district court should not impose a Rule 37 sanction for a party's failure to comply with an order to reveal such information.").
Motions to Dismiss
Although severe, courts may consider dismissing a case based on a failure to comply with a discovery order, especially where the failure was due to a willful concealment of data in countries with laws prohibiting production in United
States discovery. The United States Supreme Court has recognized that where a party has "deliberately courted legal impediments to production" by willfully concealing information in countries with strict data protection laws, dismissal 
Adverse Inference Instructions
Short of dismissal, a court may allow adverse inferences to be drawn where a party fails to comply with an order for discovery of international ESI. 
The Supreme Court in
VI. Conclusion
Discovery of international ESI will inevitably be the ge United States courts will face. Existing law on international discovery
and domestic e-discovery has provided a solid foundation for a balancing approach courts could use to evaluate discovery of international ESI. Discovery of international ESI necessitates special attention to the hardship of compliance, opposing compliance, and the origin of the ESI requested.
United States courts. In performing a comity analysis, courts have historic 157 Id. at 213.
